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1 FOREWORD

Spreadsheets are widely used for the storage, processing and reporting of data. As
these spreadsheets are associated with the conduct of non-clinical safety studies
intended for regulatory submission, it is essential that they should be developed,
validated, operated, maintained, retired and archived in accordance with the OECD
Principles of Good Laboratory Practice (GLP).

The present document provides guidance, i.e. a basic strategy for GLP-compliant
development and validation of spreadsheets. Different approaches can also be used,
as long as they are compliant with the OECD Principles of GLP [1].

The AGIT (Arbeitsgruppe Informations-Technologie) is a working group consisting of
representatives from Swiss industry and Swiss GLP monitoring authorities that
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proposes strategies relating to information technology issues which can be put into
practice by test facilities in order to fulfil GLP regulatory requirements.

2 SCOPE

The aim of this document is to provide guidance on GLP-compliant development and
validation of spreadsheets. It focuses on spreadsheets with data from a GLP study.
This data is processed by calculations, transformations, Visual Basic for Applications
(VBA) including recorded macros, and add-ins. The spreadsheets may also contain
electronic raw data.

Out of scope:

e tabulating spreadsheets such as lists that do not contain raw data from GLP
studies

e spreadsheets employed as single-use calculation sheets.

3 REGULATORY REQUIREMENTS

The validation of computerised systems is required by the OECD Principles of Good
Laboratory Practice [1]. A more detailed description of the application of the principles
of GLP to computerised systems was already published in the OECD GLP Consensus
Document No. 10 [2]. This document defines requirements for the operation of
computerised systems in a GLP regulated environment.

The OECD GLP Principles and OECD Consensus Document No. 10 define validation
as “The demonstration that a computerised system is suitable for its intended purpose.”
The validation process provides a high degree of assurance that a computerised
system meets its pre-determined specifications.

4 DEFINITIONS

A spreadsheet application can be defined as a computer program that represents
information in a two-dimensional grid of data, along with formulas and logical functions
that relate to the data.

There are several spreadsheet applications on the market, but the most widespread is
Microsoft Excel®. The content of these guidelines is based on experience with Excel,
but examples and functionalities given in this paper may also be applicable to other
spreadsheet applications.

In a GLP environment, the following types of spreadsheets are widely used:
e tabulating spreadsheets
e processing spreadsheets containing a copied set of raw data
e processing spreadsheets containing raw data.

Tabulating spreadsheets

These spreadsheets contain lists of information. Typical examples are a laboratory
equipment inventory or a master schedule. Spreadsheets of this type do not per se
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contain raw data from a GLP study and therefore do not fall within the scope of these
guidelines.

Processing spreadsheets

These spreadsheets are the most common. Data collected/obtained during a GLP
study is processed within the spreadsheet (by calculations, transformations, VBA
including recorded macros, add-ins) to obtain additional results.

There are two kinds of processing spreadsheets:

1) Raw data is produced by a computerised system (equipment, software), and
the data is entered manually, automatically or via copy-and-paste into the
processing spreadsheet. In this case, the raw data resides in the computerised
system or is paper-based. For example, haematology parameters may be
measured on a system and the data exported as a spreadsheet file. The data is
copied into the processing spreadsheet. In this case, the user should always
check whether the raw data has been transferred completely and correctly.

2) It is also possible to enter measured values directly into the spreadsheet for
further processing. In this case, the spreadsheet contains raw data. A typical
example is the import of data from an electronic balance via an interface or a
communication port. Animal body weights are entered directly into the
spreadsheet, and the group mean calculation and inter-group statistical analysis
are performed on this sheet. The generation and subsequent import of data into
the spreadsheet should be covered by the validation of the computerised
system; therefore, this also falls outside the scope of this document.

Processing spreadsheets containing raw data should fulfil all the requirements
specified for the handling of electronic raw data [3]. Additional Excel add-ins or
the use of a Document Management System (DMS) may be necessary to fulfil
these requirements. For example, a GLP-compliant audit trail might only be
feasible with the aid of a DMS.

Not included within the scope of these guidelines are spreadsheets employed as
single-use calculation sheets (a new file is created, data is entered and calculations are
set up, e.g. mean and SD; the file is subsequently printed, dated and initialled). These
spreadsheets need a Quality Control (QC) check on completion (the calculation should
be repeated with a calculator). If this kind of spreadsheet is used on a routine basis, full
validation is recommended.

5 VALIDATION APPROACH

The general approach for the validation of spreadsheets is comparable to other
validation approaches, such as that described by the AGIT for the validation of
computerised systems (CSV) [4]. It includes a common validation process (user
requirements, risk assessments, specifications, planning, testing, reporting), the
assignment of responsibilities, proper validation documentation, and rules for the
archival and change management processes.

However, the development and validation of spreadsheets often allows a simplified
though still formal approach regarding many of the aspects of a validation project.
During the validation process, for example, the user requirements and functional
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specifications (see Chapter 6) or the operational and performance qualification (see
Chapter 7) may be summarised in a single step and documented in a single document.

With regard to assigning responsibilities, the spreadsheet developer is in many cases
identical with the scientist who is also responsible for a given test method (see also
Chapter 6). In this case, it has to be ensured that the developer is always aware of his
current role, and that the phases of development and validation are clearly separated. If
changes are necessary during the validation phase, they should be documented,
evaluated and re-tested.

Change management procedures may focus on version control, and necessary
changes may be implemented with less effort than for CSV (see Chapter 8).

Finally, with regard to the archiving of spreadsheet-processed data or spreadsheets
containing raw data, reference is made to the recommendations given by the AGIT in
an earlier document [5]. It has to be decided whether raw data is to be stored in an
electronic form or as hard copy.

Overall, the extent of the validation depends on the risk analysis and the complexity of
the spreadsheet, and in many cases the validation procedure may be quite short.
However, it is highly recommended to adopt a systematic approach, deciding what is
necessary on the basis of the risk analysis before omitting any testing procedures.

In the following chapters, individual aspects of the validation approach for spreadsheets
will be described and covered only where they differ from earlier AGIT papers.

6 DEVELOPMENT PROCESS

The development process may follow the V-Model, as described in an earlier document
[4].

The development and validation process is illustrated by a spreadsheet documenting
the gravimetric control of pipettes using 10 samples of water — a typical example of a
maintenance spreadsheet in a GLP environment. The accompanying Microsoft Excel®
file can be downloaded from http://www.bag.admin.ch/agit

This example is a processing spreadsheet containing raw data, which therefore poses
specific demands for data security. Formulas in cells, VBA code and user dialog boxes
are also included in this example to illustrate the most relevant spreadsheet features. A
more detailed explanation of the spreadsheet is given in Annex A.

6.1 USER REQUIREMENTS

Before the spreadsheet is developed, the users should define what they expect the
spreadsheet to do, which calculations have to be performed, the layout, etc. This is
defined in the User Requirements Specifications (URS), which would also include the
Functional Specifications. For example, a (non-exhaustive) URS for the gravimetric
pipette control spreadsheet may look like this:

URS-1. The spreadsheet should be applicable for volumes from 0.01 to 10 mL

URS-2. The spreadsheet should only accept a sample number of 10

URS-3. The spreadsheet should calculate the mean, standard deviation (SD) and relative SD
(RSD=(SD/average)x100%) of the 10 samples

URS-4. The spreadsheet should use the density of water between 20°C and 25°C in steps of
1°C

URS-5. The Inventory Number of the pipette should be visible on the screen and on the print-
out.
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URS-6. The spreadsheet should indicate whether the accuracy and RSD are in specification
according to the SOP

URS-7. The spreadsheet input should only allow numerical values for the nominal volume of
the pipette, sample weight and temperature

Requirements concerning security, protection and GLP compliance have also to be
taken into account:

URS-21. The calculations in the spreadsheet should be protected against unauthorised
modifications

URS-22. After completion of the measurement, the spreadsheet should be initialled and dated
electronically by the user

URS-23. Making changes to the spreadsheet (modification/deletion) after signing off
(initials/date) should not be possible

URS-24. The spreadsheet template and completed spreadsheets should be retained in a secure
location in an electronic form with access control

The requirements specified by GLP principles for the handling of electronic raw data
are illustrated by cell and worksheet protection, but not thoroughly elaborated in the
example file in Annex A. Usually, other software tools — such as document
management systems — are used for that purpose.

6.2 SPREADSHEET DESIGN

The spreadsheet design corresponds to the system architecture of a software program,
and a good design will

¢ reduce the number of errors during programming,

e make it easier to maintain, adapt or further develop the spreadsheet and

e make it easier to verify the function during validation.
To illustrate a structured layout, the sample spreadsheet shown in Figure 1 is divided
into an area where data input occurs (columns A and B: inventory number, nominal
value, sample weight, water temperature), an area where the results are calculated and
presented (columns D-F: mean, SD, RSD, etc.) and an area containing constants and
criteria (columns H-L: water density at different temperatures, maximum Delta and
RSD). The different areas may be highlighted by different colours or shadings.

A B ] D E F G H I J K L

1 |Pipette (Inventory Number) [AG78 Result Decision criteria

2 Mominal Value {ml} 10.00) g ml IWax Delta % according to SOP
3 mean 10.01 99831 RSD % 1.0}according to SOP
4 Measurements standard dev 002 002
5

6

7

3

5 | Sample RSD, % 0.2 02| Mominal Value ml 10.00 calculated
IWax Delta ml 010 calculated

Density @ 23 °C is 0997538
Temperature Density
Accuracy ok | deg. C g/ml

RSD ok 20] 0.895203
21| 0987392

221 088777
23| 0997538
24| 0997296
25| 0997044

T - R - 2 B Gy U ey

o

Date/Time Operator ‘

17 Temperature [°C} I E‘i]
5 —_I T

Temperature
19 Enter/Save b i e Varsion 1.00

Fig. 1: Spreadsheet layout

The spreadsheet is password-protected, and data can only be entered in the marked
cells (column B). Data entry is secured by error messages and ranges (see Annex A).



AGIT - Development and Validation of Spreadsheets 7/21

It is important for the design of a spreadsheet that
e input and output areas are separated;
e calculations, constants and parameters cannot be changed by the user (locked
cells);
e a blank template is used — the use of “master copies” with typical data should be
avoided; and
e the template is password-protected (at sheet, workbook and VBA code level).
At this stage, it should be defined where the productive template is stored. The file
paths for automatic opening or saving of files and the security settings should be
adapted accordingly.

Such a design provides the basis for straightforward validation. All input data, constants
and calculation results are shown on the spreadsheet, which allows stepwise
verification, e.g. with a calculator. All the information required to verify the calculation is
a printed hard copy or a corresponding screenshot.

6.3 DEVELOPMENT

Based on the design, the spreadsheet can now be programmed. This phase should be
carried out systematically. Many experienced spreadsheet users develop a
spreadsheet and add further functions as needed. In order to fulfil the URS, however, a
stepwise approach is recommended.

If VBA code is used, parts of the code can be written automatically by recording the
manual operations. These parts of the code have to be checked in order to ensure the
correct cell references.

6.4 DEVELOPMENT TESTING

Systematic testing of User Requirements Specification

At this stage, the developer tests whether the spreadsheet fulfils the User
Requirements. A simple set of typical data for the input values is used and varied in
order to simulate the situations that are needed to test all User Requirements.

Code review

It is highly recommended that this review should be conducted by two persons — the
developer and an experienced reviewer who is familiar with the intended use and the
applied functions.

For spreadsheets, the code review consists of checking the content of cells, especially
formulas, formula locations, cell numbers and ranges, syntax of additional functionality,
and VBA code.

The cell contents can be reviewed by using the “view by formulas” functionality (see
Fig. 4 and 5 in Annex A). In particular, cell contents created by the automatic “fill-down”
function have to be verified, since the use of this function can be error-prone,
depending on the zoom factor and mouse sensitivity. The formula auditing tool can be
useful for checking cell ranges and references (see Fig. 2).
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(1= PR a2 N bl e == [
A =IFCOUNTIBE:B15)<10,"10 samples should be measured" AVERAGE(BG:B15))
B | D | E | F IE
Imber) Result
q ml
mean 10 les should he measured | #8/ALUEL
standar - #O[ t #OM
0 , Y #DINAI #DI4A0
=
2 Density @ “Cis WA
3
4 Arcuracy | #/ L UE|
5 RSD i #DIiI
G
7
g
a
10
Date/Time Operator
/]

Fig. 2: Formula auditing tool

The VBA code (see Fig. 9-11, Annex A) has to be evaluated line by line for
consistency, program logic, correctness, etc.

The code review should be documented, for example, by the developer and the
reviewer signing off the checked print-outs of the formula views, auditing tool views and
VBA code.

6.5 RELEASE FOR QUALIFICATION

The documentation of development should now be complete. The sheet protection
features are installed, and a formal, documented handover for the qualification process
takes place. From this stage onwards, version control of the spreadsheet is highly
recommended.

7 QUALIFICATION PROCESS

The purpose of the qualification process is to demonstrate that the developed
spreadsheet is valid for its intended purpose. Within this process, it has to be
demonstrated that the desired result — namely, a set of processed data, which was
subject to operations such as calculations, rounding, formatting and re-grouping for
presentation as a table, chart or report — is achieved in a correct and reproducible
manner.

7.1 INSTALLATION QUALIFICATION (IQ)

A spreadsheet template is a critical file since it usually contains the complete source
code (VBA code and Excel functions) and can be used to execute the program. In
terms of software development, the source code and the compiled version are stored in
the same file. Therefore, it is important to make sure that the spreadsheet template is
stored in a secure, controlled environment. Servers with the appropriate
read/write/modify security settings can provide a reasonable level of control and are
therefore the recommended location for storage of templates. Alternatively, the use of a
DMS comprising tools such as version control and backup function, as well as the
possibility of access control can be considered.
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It is self-evident that adequate backup measures have to be in place so as to avoid any
damage to or loss of the template (e.g. if any of the above measures should fail).

In order to ensure that the spreadsheet can be utilised throughout the test facility, it
may be necessary to check that
e the spreadsheet can be run on different computers (identical or different
hardware configurations, user profiles, local settings) and
e the spreadsheet can be installed and run using different software versions
(Excel, operating system, data generation system if applicable).

Ability to run the spreadsheet on different computers?

This is especially important when the spreadsheet is stored as a template on a server
and run by different users on their desktop PCs. In many companies, the computers
may have identical or similar hardware, but the configuration (properties or settings,
e.g. operating system language) may be different depending on the use of the specific
PC. For example, a computer used for instrument control may run with US versions of
the software, whereas further data handling may be done in the office using a local
version.

Special attention is required if normal use involves automatic access to raw data files
(e.g. reading an export file created by an analytical instrument) and/or automatic or
manual saving to certain folders on the network.

It is important to test whether a spreadsheet is capable of running on different computer
hardware if that is part of its intended use. This would require a test of the influence of
user profiles, local settings, etc.

Ability to install and run the spreadsheet using different software versions?

It is important to test the spreadsheet on different software configurations if they are
actually used in parallel. This does not need to be tested during installation qualification
if it can be ensured that identical versions of the operating system and Excel will be
used.

7.2 OPERATIONAL QUALIFICATION (OQ)

Systematic tests of the initial user requirements have been performed during the
development testing phase (usually by the software developer). It is not necessary to
repeat every single test in this phase, but typical use cases with all the basic functions
should be included. It is recommended that all tests should be performed with different
and independent data sets.

Test for ruggedness

Choose input values that lead to unacceptable or impossible results. Try to enter data
in incorrect formats or in the wrong cells (text instead of numbers, values out of range,
wrong number of decimal places, or real numbers instead of integers; see Table 1). In
these cases, the user requirements should already specify what behaviour is required
and expected from the system. As many of these tests have already been included in
development testing, the focus should be on issues arising from the productive
environment at that stage. This may include repeated tests with real data in order to
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discover malfunctions due to loops, or values that are not correctly re-set at the end of
the execution. Testing of security aspects should also be included at this stage since
the spreadsheet is now installed in the productive environment.

Test relating | Test Test result/acceptance criteria
to URS:
URS-7 Enter “q” as weight in the sample 1 field. The error message “Please enter a
weight in grams!” appears.
URS-7 Enter “q” as temperature in the temperature The error message “Please enter a
field. temperature between 20 and

25°C!” appears.

URS-21 Place the cursor in cell E4 and press “Delete” to | The error message “The cell or
erase the content of the cell. chart you are trying to change is
protected and therefore read-only”
appears.
URS-22 Enter “A1” into the Pipette (Inventory Number) The error message “You have to
field and press the “Enter/Save” button. fill-out all the green input cells!”
appears.

Table 1: Examples of tests to evaluate the ruggedness and security aspects of the spreadsheet

7.3 PERFORMANCE QUALIFICATION (PQ)

The aim of this final qualification phase is to demonstrate that the spreadsheet meets
the initially formulated user requirements, in the user’s environment. The typical use
cases should be run under everyday conditions, by the future user. PQ can be
regarded as an internal acceptance test.

Test relating | Test Test result/acceptance criteria
to URS:

URS-3, Enter “A1” in the Pipette (Inventory Number) Results: mean 10 g, SD 0.015,
URS-6 field, “10” for the Nominal Value (ml) and “22” for | RSD % 0.15, Accuracy ok, RSD ok

the Temperature (°C).
Enter the following values for samples 1-10:
9.98, 9.98, 9.99, 9.99, 10, 10, 10.01, 10.01,

10.02, 10.02
URS-3, Now enter the following values for samples 1— Results: mean 10.078 g, SD 0.173,
URS-6 10: RSD % 1.717, Accuracy ok, RSD
9.95, 9.95, 9.99, 9.99, 10, 10, 10.05, 10.05, out of spec
10.4,10.4
URS-3, Now enter the following values for samples 1— Results: mean 10.35 g, SD 0.053,
URS-6 10: RSD % 0.512, Accuracy out of
10.3, 10.3, 10.3, 10.3, 10.3, 10.4, 10.4, 10.4, spec, RSD ok
10.4,10.4
URS-3, Now enter the following values for samples 1- Results: mean 10.00 g, SD 0.000,
URS-6 10: RSD % 0.000, Accuracy ok, RSD
10.0, 10.0, 10.0, 10.0, 10.0, 10.0, 10.0, 10.0, ok
10.0, 10.0

Table 2: Examples of tests with selected input data

Test with selected input data
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The goal of this step is to verify all possible and all special cases (including boundary
values), even if they are very rare, pursuing a systematic approach (see Table 2). In
contrast, the real data will typically be of relatively high consistency and cover only
realistic cases, not necessarily the extremes. Therefore, the input data has to be
selected to cover all functional requirements and combinations of theoretical cases for
decision criteria (branching, conditional instructions), as well as all extreme values or
special data points.

Test with real data

From the user’s point of view, this is the principal part of the validation process —
applying real measurement data as input data. Data input can be done manually or by
importing a file, depending on the intended use of the spreadsheet. Irrespective of
whether this is a manual or an automated step, real data from previous measurements
is to be used. It is important to use a sufficient number of different real data sets in
order to obtain a high level of confidence that the spreadsheet functions as intended.

7.4 RELEASE

After the final Spreadsheet Validation Report has been approved by the validation
director (following successful completion of Qualification), the system is released for
use by test facility management. This responsibility may also be delegated to the
system owner [4]. Before the spreadsheet is released for GLP use, additional points
should be considered, e.g. the availability of a Standard Operating Procedure (SOP)
and the documentation of adequate user training.

Any modification of the spreadsheet after release should comply with change
management procedures (see chapter 8). All released spreadsheet versions should be
archived.

8 CHANGE MANAGEMENT

Any changes to the spreadsheet should be handled using systematic change
management procedures. If a proposed change is to be implemented, the system
owner should perform a risk assessment and decide on the amount of additional testing
required. After successful testing, the spreadsheet should be formally released as
described in chapter 7.4.

Changes in constants

Certain changes to a spreadsheet may not necessitate additional testing. For example,
in the case considered above, the %Max Delta and %RSD may be changed in the
SOP. The programmer decided during the design phase to have them as separate
constants, and the calculations refer to the values given in these fields (J2 and J3; see
Fig. 1). Changing these constants does not pose any risk for the other calculations on
the spreadsheet. The version number of the sheet should be changed and
documented, and the new version released.

Changes in formulas, VBA code, eftc.

Other types of changes may require additional testing. In our example, the temperature
range may have to be extended to 20-30°C to make gravimetric control of pipettes also
possible in the summer. The cell range of the temperature values 110-115 is used for
the lookup function, and an error in the extension of the range and the new values is
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not likely to be detected during operation. Therefore, appropriate tests should be
performed.

The correction of any error detected in the template during operation should be handled
via change management. In addition, the influence of the detected error on historical
data should be evaluated.

Whether a change was initiated by a change request or in order to correct an error
does not alter the change management procedure. Depending on the risk assessment,
the extent of testing will be adapted to the identified risk of errors and the probability of
detection.

Unless otherwise specified, the system owner is responsible for the processes of
change handling, testing, version control and distribution of a new version, together
with SOP updates and training.
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Working Group on Information Technology (AGIT)

The Working Group on Information Technology (AGIT) was established on 27 March
1998 with the objective of discussing relevant problems of Good Laboratory Practice
(GLP) in the field of information technology between industry and the GLP monitoring
authorities.

The AGIT intends to set up guidelines based on legislative requirements and practical
experience to support test facilities introducing information technology tools to
computerised systems in practice. OECD Consensus Document number 10 on the
application of the principles of GLP to computerised systems is used as a basis for
these discussions.

The members of the AGIT are representatives of the Swiss GLP monitoring authorities
(Gérard Donzé, Federal Office of Public Health; Beat Schmid, Swissmedic; Christoph
Moor, Hans Peter Saxer, Federal Office for the Environment), and representatives from
industry (Peter Esch, Novartis Pharma AG; Stephan Hassler, Harlan Laboratories Ltd.;
Silvio Albertini, F. Hoffmann-La Roche AG).

For the convenience of users, AGIT publications are available on the Swiss GLP
website www.glp.admin.ch.

The Swiss GLP website also provides links and references to guidelines, laws and
regulations, definitions, relevant literature, training courses, workshops, etc.

AGIT Publications (as of 2007):

e Guidelines for the Validation of Computerised Systems
(Version 02, December 2007)

e Guidelines for the Acquisition and Processing of Electronic Raw Data in a GLP
Environment
(Version 01, December 2005)

e Guidelines for the Archiving of Electronic Raw Data in a GLP Environment
(Version 01, May 2003)

e Guidelines for the Management of Electronic SOPs in a GLP Environment
(Version 01, July 2001)

GLOSSARY

Add-ins Small programs that can be integrated into Excel

AGIT Arbeitsgruppe InformationsTechnologie
(Working Group on Information Technology)

CSv Computerised System Validation

DMS Document Management System

GLP Good Laboratory Practice

1Q Installation Qualification
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OECD
0Q
PC
PQ
QC
RSD
SD
SOP
SP
URS
VBA

Organisation for Economic Co-operation and Development
Operational Qualification
Personal Computer
Performance Qualification
Quality Control

Relative Standard Deviation
Standard Deviation

Standard Operating Procedure
Service Pack

User Requirements Specification
Visual Basic for Applications®
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Annex A: Pipette Control Spreadsheet

This example is based on MS Excel 2003 SP3.

Layout
— = - = i o _ = - = T o T 3 = =
1 | Pipette (Inventery Number) [AETE Result Decision criteria

2 Mominal Walue (ml) 10.00) g ml IMax Delta % according to SOP
3 mean 10.01 99831 RSD % 1.0}according to SOP
4 Measurements standard dev 002 002

5 [ Sample RSD, % 0.2 02| Mominal Value ml 10.00 calculated

6 1| Wax Delta ml 0.10 calculated

T 2 Density @ 23 °C is 0997538

§ 3 Temperature Density

g 4 Accuracy ok | deg. C g/ml

10 5 RSD ok 201 0995203

1 6 21| 0987992

12 7 22| 089777

13 i 23] 0997538

14 9 24| 0997296

15 101 251 0.997044

16

Date/Time Operator ‘

17 Temperature {*C} I gﬁ]

18
19 Enter/Save Temperature
= Please enter the
20
21
22
23

Fig. 3: Spreadsheet layout

Wersion 1.00

The spreadsheet is divided into an input area (green), an output area (yellow) and an

area for verification of constants and specifications (Fig. 3).

The yellow and blue areas contain formulas in cells (Fig. 4 and 5). To view the
formulas: Tools -> Options -> Tab: View and check “Formulas” under Window options.

| D | E | F
Result
q ml
mean =IF(COUNT(BE:B15)<10,"10 samples should be measured” AVERAGE(BG:B15)) |[=ROUND(ESET 3)
standard dev. [=ROUND(STDEY(E6: B15),3) =ROUND(E4"ET 3)
RSD, % [=ROUND(I00"E4/ES ) = ROUND(I00SEAETIHEFET), 3)
="Density @ "&B178" °C is" =LOOKUP($BS17 H10:H15 110:115)
Accuracy =IF(ABS(F3-J5)=J6 "out of spec”,"ok")
RSD =IF(F5=J3,"aut of spec”,"ok")
DatefTime Operatar

Fig. 4: Formulas in cells, output area
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Decision criteria

Max Delta %o 1 according to SOP
RSD %o 1 according to SOP
MNominal Value ml =B2 calculated
Max Delta ml =J2/100%J5 calculated
Temperature Density
deg. C g/ml
20 0.998203
21 0.997992
22 0.99777
23 0.997538
24 0.997296
25 0.997044
Verzion 1.00

Fig. 5: Formulas in cells, area for verification of constants and specifications

Security and protection

The bright green input cells (B1, B2, B6— 21
B15, B17) have to be unlocked (Format -> Wumber | Alignment | Font | Border | Patterns  Protection |
Cells..., see right) before the sheet is —

protected. After protection, the useris only = r juen

able to enter values in these cells. All

Other Ce"S on the Sheet are |0Cked (by Locking cells or hiding farmulas has no effect unless the

d .I: |t worksheet is protected. To help protect: the worksheet, choose
efau ) Protection from the Toals menu, and then choose Protect
Sheet, & password is optional,

The worksheet is protected (Tools ->
Protection -> Protect Sheet...) with the
password “agit”. The workbook is
protected (Tools -> Protection -> Protect
Workbook...) with the same password.

QK I Cancel

Data input

The user has to enter the data for the Inventory Number (B1), Nominal Value (B2), the
ten sample weights (B6—B15) and the temperature of the water used (B17).

The cells use the data validation functionality in Excel (Data -> Validation...). With this
functionality, the input of invalid data (e.g. alphanumerical data in numerical fields, out-
of-range values) can be intercepted.
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Cell(s) | Data allowed | Input message Error message
B1 No restriction Result No error message
(can be any
combination Inventory Humber
Pleaze enter the
of letters and inwentary number of the
numerals) pipetts.
|
B2 Decimal T E Fesun Incarrect Hominal ¥alue K
between 0
and 10 Nominal Yalue @ The volume you entered is incorrect o nok in range (0-100,
Please enter the C
wolume of the pipettefh
il Cancel | Help |
B6- Decimal >0 Entry Invalid |
B15 Sample weight
Pleaze enter the L . .
weight of the sample oy @ Please enter a weight in grams!
in grams.
Zancel | Help |
B17 Whole _l Temperature Invalid E3
number
gi:nggn 20 LEE?:;:;';E @ Flzase enter a kemperature bebween 20 and 25°C!
ternperature az a
whole number Retry I Cancel |
between 20-25°C
Enter/Save

When the measurement has been performed, the user has to terminate the sheet by
pressing the “Enter/Save” button.

If the “Enter/Save” button is

pressed and not all green input

cells have been filled out, the
following error message appears:

N

Input mizzing |

'ou have to fill-out all the areen input cells!

When the button is pressed, the following dialog box appears:
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x

User I I

Passward: I

Cancel Enter

Fig. 6: usfAccess form

The “Users” sheet (which is hidden; Format -> Sheet -> Hide or Unhide) contains the
UserlD, password and user name of, in this case, three users.

A | B | C |
1 |JOHNT agitd John Johnson
2 |PETERZ | agit02 Feter Peterson
3 |DAVIDT  agitd3 David Davidson
4
]

Fig. 7 UserlDs, passwords and user names on the “Users” sheet

The user has to enter his UserlD and password. The validity of the UserID and
password is checked (see below).

When the green input cells are Invalid UsedlD ||
filled out but the user enters an
incorrect UserlID, the following ' "_\ ‘You are ot a valid userl

error message appears:

When the user enters a correct Invalid Password [
UserlID but an incorrect password,

the following error message 5 our pazsword is incomect]
appears: -

If the UserlD and password are correct, the green input cells are locked and the
"Enter/Save" button is disabled. The user name is entered in the field E17 and the date
and time in field D17 (see Fig. 8). The data can no longer be changed on the sheet.
The Excel workbook file can now be saved in a secure environment.
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Pipette (Inventory Number) |AQTE Result Decision criteria
MNominal Value (ml) -EE g ml Max Delta % accurdlng to SOP

mean 10.01 99831 RSD % 1.0Jaccording to SOP

Measurements standard dev. 0.02 0.02
Sample RSD, % 0.2 0.2] MNominal Value ml 10.00 calculated

1 i Max Delta ml 0.10 calculated

2 U Density @ 23 °C is 0.997538

3 I Temperature Density

4 9.9996] |Accuracy ok | deg. C g/ml

5 10.0000| |RSD ok 20] 0.998203

6 10.0230) 21] 0.997992]

7| 9.9919) 221 0.99777)

8 10.0002) 23] 0.997538

9 9.9999) 241 0.997296

10 9.9998| 251 0.997044]

Date/Time Operator
6/21/2010 9:52 John Johnson

Temperature (*C) |—23|
Temperature .
Please enter the Wersion 1.00
temperature as a
whole number
between 20-25°C

Fig. 8: Screen after entering UserlD and password.

VBA Code
The green texts in Fig. 9-11 are comments to illustrate the VBA code.

Figure 9 shows the VBA code which is executed when the "Enter/Save" button is
pressed on the worksheet. It is checked whether all the green input cells have been
filled out. If this is the case, the usfAccess form (Fig. 6) is shown. If not all green input
cells have been filled out, the error message “Input missing” (see above) is shown.
Frivate Zub btn Enter3awve Click(]

'definition wvariables
Dim MyCell Ls Range, CellisEmpty As Boolean

'"initialisation
CellisEmpty = False
'checks if one of the cells is empty, 1if one or more cells

'are empty, & nmessage is depicted
For Each MyCell In Range ("B1:EBZ,B&6:EB15,EB17")

If MyCell = "" Then
CellisEmpty = True
Exit For

End If

MNext MyCell

If CellisEmpty = True Then
M=sgBox "You have to fill-out all the green input cells!™,
vhExclamation, "Input Missing™
Exit Sub

End If

usficocess. Show

End Sub

Fig. 9: VBA code for the “Enter/Save” button
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Figure 10 shows the VBA code for the buttons on the usfAccess form. When the user
presses “Cancel’, the form is hidden. If the “Enter” button is pressed, the subroutine
“‘UserlDPasswordCheck” is executed.

Private Sub btnCancel Click(]
uzficoezs.Hide
End 3Zub

Private Z3ub btnEnter Clickl()
usficoess. Hide
TserIDPasswordCheck

End 3Zuhb

Fig. 10: VBA code for the buttons on the usfAccess form

Figure 11 shows the VBA code for the UserlD and password check. If the UserlD or
password is incorrect, the “Invalid UserID” and “Invalid Password” error messages
appear (see above) and the sheet will not be protected; instead, the usfAccess form is
shown so that the UserlD or password can be corrected. If both the UserlD and the
password are correct, all the cells on the worksheet are locked.
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Priwvate Zub UserlIDPasswordChecki)
Dim UserID entered, UserMame, Password entered As 3tring

'The UserIDl and Password are taken fromw the
'TserID/Password Dialog (usficcess)

UserID entered = usfhccess.tbhlUser ID.Value
Password entered = usfliccess.thPassword.Value

With Worksheets ("Users") .Range (TA:4™)
'Looks on the "Users sheet"™ if the user is defined (walid UserID)
Set user = .Find(UserID entered, Lookit:=x1Whole]
If user Iz Mothing Then
M=gEBox "You are not a valid user!”™, wvhExclamation,
"Inwalid UserID™
'User can mwake corrections if UserID is incorrect
usficecess. Show
Exit Sub
End If
End With

'The password and user name of the correctly entered UserID
'are retriewved

User password = user.0ffsetc (0, 1) .Value

UzerMamme = user.0ffzet (0, 2) .Value

'Checks if password is correct

If Password entered = User password Then
'unprotect sheet Lo make changes
Worksheets ("Pipette control™).Unprotect Password:="agitc®
'Date and Time are entered into the cell D17
Worksheets ("Pipette control™).Range ("D177) .Value
'The user nawe is entered into cell E17
Worksheets ("Pipette control™).Range ("E17") .Value = UserName
'The input cells [(bright dgreen) are locked to prevent from
'changez after entering the data.
Worksheets ("Pipette control™).Range ("BE1:BZ,EB6:E15,B17") .Locked = True
'The button "Enter/Sawve™ is disabled to prevent from changes
'after pressing the button the first tine.
Worksheets ("Pipette control™).btn Enter3sve.Enshled = False
'protect sheet
Worksheets ("Pipette control™).protect Password:="agit", Contents:=True
El=se
'If the password iz incorrect the user iz sent back to the
'TUserID/Password dialog
MzgEBox "Your password iz incorrect!™, vhExclamation,
"Inwvalid Fassword"™
usficocess. Show
Exit Sub

End If

End Sub

Now

Fig. 11: VBA code for the UserlD/password check



